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	Role Title
	Information Governance Officer II

	Reference Number
	RP170

	Cluster
	Governance & Risk

	Zone of Work
	Advisors and Supervisors

	Job Category
	Enabling

	Grade
	8


Role Purpose
To support with the development and implementation of a robust and comprehensive information governance framework, so that Council objectives can be achieved within the legal framework relating to information law.  
Accountabilities
Provide procedural and operational advice on all aspects of information governance, including information security and information records management, to ensure that the Council’s information assets are managed effectively and to help mitigate security risks. 
Support the delivery of governance services to a range of commercial clients, combined authorities, multi academy trusts and other private/public sector organisations, to ensure the appropriate processes are applied.
Provide support with complex requests for information where exemptions or exceptions may apply to disclosure, in addition to handling complaints received to the Information Commissioner’s Officer, to ensure that the Council is compliant with all information disclosure requirements. 
Lead investigations into data breaches and security incidents related to Council and commercial client activities to manage risks and ensure compliance with information law.
Deliver information governance training as per contract specifications to ensure Council employees and commercial clients are equipped to act in compliance with requirements.
Collate and maintain performance management information relating to information governance, including statutory registers, to ensure accurate information on performance against the standards is available and potential information governance risks can be identified. This will involve undertaking audits, checks, and assessments against the information governance framework. 
Support the development, implementation, and maintenance of the information governance accountability framework, partnering with all relevant officers across the Council to ensure that information governance is understood and applied effectively.  
Knowledge / Skills / Experience required
ISEB qualification in Data Protection, Freedom of Information or equivalent. 
Practical working knowledge of all relevant data protection acts and codes of practice. 
Detailed knowledge of corporate information governance framework, standards, and policies. 
Knowledge of information risk analysis and management. 
Knowledge of various ICT software packages. 
Experience of managing complex and sensitive personal data and information requests and producing and presenting clear summary information. 
Experience of preparing guidance, policies, and procedures to meet legislative requirements. 
Experience in delivering training. 
Ability to translate technical legal processes and information into more accessible language for non-specialists, and to inform and generate acceptance in others around compliance/legal solutions. 
Ability to plan and manage own workload. 
Dimensions of role
This role does not have any direct management requirements but may supervise more junior staff on a day-to-day/operational basis.  
This role does not manage any direct budgets. 
Planning will typically be short term focussed on the days and weeks ahead, with due consideration for Council objectives. 

Working Conditions   
The role does not have any physical demands that have a material impact on the nature of the role.
The role does not have any environmental demands that have a material impact on the nature of the role.
The role does not have any mental demands that have a material impact on the nature of the role.
The role does not have any emotional demands that have a material impact on the nature of the role.

Values and Behaviour Framework 
The Values are underpinned by a set of behaviours for all staff, managers, and leaders. These Values and Behaviours are used to support and inform our recruitment decisions, staff development and organisational behaviour. 
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	We are bold in our approach, set aspirational goals for ourselves and create innovative solutions to tackle problems and adapt to changing circumstances. This value demonstrates that we are proactive, take action and deliver outcomes which improve people's lives.
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	[bookmark: _Hlk57891619]We empower our staff and the people of Bath and North East Somerset so that they have the confidence and ability to find solutions for themselves and others. This value demonstrates how we develop our staff so that they are knowledgeable, are trusted to make decisions, able to challenge us and have the authority to be enablers.
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	[bookmark: _Hlk57891640]We are supportive and work together to build trusting relationships. Our staff give help and encouragement to the people of Bath and North East Somerset and each other. This value describes how we are curious, collaborative and care for each other, our residents and the environment.
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	[bookmark: _Hlk57891662]We are transparent, honest and accountable. This value demonstrates that we act with integrity, are open to criticism, are honest about our mistakes and want to improve and do better so that we deliver on our promises.
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